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o I1—H5|# (1s -alh)
o IRIEZHN (PYTHONPATH=. python3 hoge.py)

> cat main.c

int main(int argc, char* const argv[], charxx envp) {
return 0; }

> gcc main.c -static

> ./a.out
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3

o I1—H5|# (1s -alh)
o IRIBEZH (PYTHONPATH=. python3 hoge.py)

> cat main.c

int main(int argc, char*x const argv[], char*x envp) {
return 0; }

> gcc main.c -static

> ./a.out




B 2 )b (Auxiliary Vector)

o N—XRIVNTOLRITET(LED)SIE
o N—FDx7DIEEHR (AT_-HWCAP)
o AEULOTOLRDAIE (AT_BASE)
o TFaVF1BWNTHESSVILBEADRA VS
(AT_RANDOM)
e getauxval(3) CHBTE?



https://man7.org/linux/man-pages/man3/getauxval.3.html
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position content size (bytes) + comment
stack pointer -> [ argc = number of args ]

[ argv[0] (pointer) ]

[ argv[1] (pointer) ]

[ argv[..] (pointer) ]
[ argv[n - 1] (pointer) ]

[ argv[n] (pointer) ]

[ envp[0] (pointer) ]
[ envp[1] (pointer) ]
[ envp[..] (pointer) ]

[ envp[term] (pointer) ] (= NULL)

[ auxv[0] (ELf32_auxv_t) ]

[ auxv[1] (ELf32_auxv_t) ]

[ auxv[..] (ELf32_auxv_t) ]

[ auxv[term] (ELf32_auxv_t) ]
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(= AT_NULL vector)

[ padding ] 0- 16

[ argument ASCIIZ strings ] >=0
[ environment ASCIIZ str. ] >=0

(oxbffffffc) [ end marker ] 4 (= NULL)

(0xc0000000) < bottom of stack > 0 (virtual)

ref: http://articles.manugarg.com/aboutelfauxiliaryvectors.html



http://articles.manugarg.com/aboutelfauxiliaryvectors.html
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https://github.com/akawashiro/sloader
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https://github.com/akawashiro/sloader
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~/sloader/build
> cat ../hello.asm
section .text
global _start

section .data
'Hello, world!',0xa j;our dear string
$ - msg slength of our dear string

.text

edx,len ;message length

ecx,msg j;message to write

ebx,1 ;file descriptor (stdout)

eax,4 ;system call number (sys_write)

0x80 scall kernel

ebx,0 jprocess' exit code

eax,1 ssystem call number (sys_exit)

Ox80 scall kernel - this dinterrupt won't return
~/sloader/build

> 1

3% > build 4 21h 16m 26s 2022-08-13 < 13:21 4RI




world!',0xa j;our dear string
slength of our dear string

mov edx,len j;message length
mov ecx,msg ;message to write
mov ebx,1 ;file descriptor (stdout)
mov eax,4 s;system call number (sys_write)
int Ox80 scall kernel
mov ebx,0 sprocess' exit code
mov eax,1l ssystem call number (sys_exit)
int 0x80 ;call kernel - this 1interrupt won't return
~/sloader/build
> cat ../hello.c
#include <stdio.h>

int main() {
puts("Hello from libc!\n");
return 0;

}
~/sloader/build

>
h 3* > build 4+ 21h 18m 8s 2022-08-13 < 13:23 4RO




section

_start:
mov edx,len j;message length
mov ecx,msg j;message to write
mov ebx,1 ;file descriptor (stdout)
mov eax,4 ;system call number (sys_write)
int Ox80 scall kernel
mov ebx,0 sprocess' exit code
mov eax,1l ssystem call number (sys_exit)
int Ox80 scall kernel - this dinterrupt won't return
~/sloader/build
> cat ../hello.c
#include <stdio.h>

int main() {
puts("Hello from libc!\n");
return 0;
}
~/sloader/build
> ninja
[1/1] cd /home/akira/sloader/build && nasm -f elf64...sloader/build/hello.o && 1d -s -o hello_asm hello.o
~/sloader/build

>
h 3* > build 4 21h 18m 30s 2022-08-13 < 13:24 4RO




ecx,msg j;message to write
ebx,1 ;file descriptor (stdout)
eax,4 ssystem call number (sys_write)
0x80 scall kernel
ebx,0 sprocess' exit code
eax,1 ssystem call number (sys_exit)
0x80 ;call kernel - this 1interrupt won't return
~/sloader/build
./hello.c
#include <stdio.h>

int main() {
puts("Hello from libc!\n");
return 0;
}
~/sloader/build
> ninja
[1/1] cd /home/akira/sloader/build && nasm -f elf64...sloader/build/hello.o && 1d -s -o hello_asm hello.o
~/sloader/build
> 1s
build.ninja cmake_install.cmake CTestTestfile.cmake hello_static_libcx
CMakeCache.txt compile_commands.json hello_asmx sloaderx*
CMakeFiles/ CTestCustom.cmake hello.o
: ~/sloader/build

>
h 3* > build + 21h 18m 56s 2022-08-13 < 13:24 4RO




build.ninja cmake_1install.cmake CTestTestfile.cmake hello_static_libcx

CMakeCache.txt compile_commands.json hello_asmx* sloaderx*

CMakeFiles/ CTestCustom.cmake hello.o

] | ~/sloader/build

> ./sloader --load hello_asm 2>&1 | tail

/home/akira/sloader/sloader.cc:116 p=0x0000000000400000 head() + ph->p_offset=0x00007FAE692F7000 ph->p_fi

lesz=0x00000POOOOOOOOES

/home/akira/sloader/sloader.cc:108 reinterpret_cast<voidx>(ph->p_vaddr)=0x000000000x401000 ph->p_memsz=0x

0000000000000022

/home/akira/sloader/sloader.cc:114 mmap: filename()=hello_asm p=0x0000000000401000 ph->p_vaddr=0x00000000

00401000

/home/akira/sloader/sloader.cc:116 p=0x0000000000401000 head() + ph->p_offset=0x00007FAE692F8000 ph->p_fi

lesz=0x0000000000000022

/home/akira/sloader/sloader.cc:108 reinterpret_cast<voidx>(ph->p_vaddr)=0x000000000x402000 ph->p_memsz=0x

00000OOOOOOOOOOE

/home/akira/sloader/sloader.cc:114 mmap: filename()=hello_asm p=0x0000000000402000 ph->p_vaddr=0x00000000

00402000

/home/akira/sloader/sloader.cc:116 p=0x0000000000402000 head() + ph->p_offset=0x00007FAE692F9000 ph->p_f1i

1lesz=0x000000000000000E

/home/akira/sloader/sloader.cc:121 Load end

/home/akira/sloader/sloader.cc:133 Execute startfilename()=hello_asm

Hello, world!
: ~/sloader/build

>
h 3% > build ~ 21h 20m 2022-08-13 < 13:25 4FIERLLE




~/sloader/build

> ./sloader --load hello_static_libc 2>&1 | tail

/home/akira/sloader/sloader.cc:116
1lesz=0x0000000000000528
/home/akira/sloader/sloader.cc:108
000000000 966BD
/home/akira/sloader/sloader.cc:114
0000000000401000
/home/akira/sloader/sloader.cc:116
lesz=0x00000000000966BD
/home/akira/sloader/sloader.cc:108
0000000OOOO284EC
/home/akira/sloader/sloader.cc:114
0000000000498000
/home/akira/sloader/sloader.cc:116
lesz=0x0000000000O0284EC
/home/akira/sloader/sloader.cc:108
000000000000B490
/home/akira/sloader/sloader.cc:114
00000000004C17BO
/home/akira/sloader/sloader.cc:115
zsh: IOT dinstruction (core dumped)
zsh: done

~/sloader/build

>
Iﬁm 3% > build

p=0x0000000000400000 head() + ph->p_offset=0x00007FEB50B03000 ph->p_fi
reinterpret_cast<void*>(ph->p_vaddr)=0x000000000x401000 ph->p_memsz=0x
mmap: filename()=hello_static_libc p=0x0000000000401000 ph->p_vaddr=0x
p=0x0000000000401000 head() + ph->p_offset=0x00007FEB50B04000 ph->p_f1i
reinterpret_cast<void*>(ph->p_vaddr)=0x000000000x498000 ph->p_memsz=0x
mmap: filename()=hello_static_1libc p=0x0000000000498000 ph->p_vaddr=0x
p=0x0000000000498000 head() + ph->p_offset=0x00007FEB50B9B0OO ph->p_fi
reinterpret_cast<voidx>(ph->p_vaddr)=0x000000000x4c17b® ph->p_memsz=0x
mmap: filename()=hello_static_1libc p=0x00000000004C1000 ph->p_vaddr=0x
ph->p_vaddr != reinterpret_cast<Elf64_Addr>(p)

./sloader --load hello_static_libc 2>&1 |
tail

+ 21h 20m 36s 2022-08-13 < 13:26 4 LRI







Program received signal SIGSEGV, Segmentation fault.

in ?? ()
| | RWX | RODATA

> Ox402535 movq %rax), %rax
Ox402538 xorb  %al, %al
Ox40253a movq %rax, %fs:0x28
0x402543 cmpl $0, Oxbf2de(%rip)




0x402535/F Y Zobjdump TR %

40252e: mov 0xbd52b(%rip),%rax # 4bfab0 <_dl_random>

402535: mov (%rax),%rax

402538: 30 c0 xor %al,%al




_dl_randomi% &'C CHHR{L S N B

o (libc® I TCAT_RANDOMDENEZAETFNS
e dl-support.c#l 316-1.318

case AT_RANDOM:

_dl_random = (void *) av->a_un.a_val;

break;



https://github.com/akawashiro/glibc/blob/008003dc6e83439c5e04a744b7fd8197df19096e/elf/dl-support.c#L316-L318

2 _dl_randomDHEZR D H?

o libc-start.c#l 331-L333
o XHAVIUH—FTEHNDS
o XAV IUH—KREIZ
o RZYVIF—N—DO—REZHFECLEHDFER
o RIVIDMOYICSVITLARBEZEZTAATHL
0 RIVIEBATEZAANDZELENEHZDTHDOKL



https://github.com/akawashiro/glibc/blob/008003dc6e83439c5e04a744b7fd8197df19096e/csu/libc-start.c#L331-L333
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Re: [PATCH] get_random_long() and AT_ENTROPY for auxv, kernel 2.6.21.5
randomized stack protector value
ELF: implement AT_RANDOM for future qglibc use



https://sourceware.org/legacy-ml/libc-alpha/2007-06/msg00112.html
https://sourceware.org/legacy-ml/libc-alpha/2008-10/msg00006.html
https://lwn.net/Articles/301798/

O—%2z2RIKIHDLE

ISEBIRIZ N IVEED

AEREUVLDWERED
SEGVCELD &




